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I. I NTRODU CTI ON

Abstract-Owing tothe development of computing hardware
and networking related technologies, online gaming hasbecome
an important entertainment format forpeopleofallages.Un-
derstanding thesystem architecture and game players' behavior
canbenefitthe users' Quality of Experience (QoE) optimization,
thegame competitiveness enhancement, and evenanewgame
deployment. Tothisend , man y attentions havebeenpaidto
theonline game measurements. In this paper, we investigate the
development ofonlinegame s and lookintotheonline gaming
fromthe perspective ofmea surements, including the system
architecture, users' QoE,a ndthe user behaviour. Wehopethe
work canben efit thegamesy stem design and optimization inthe
future.

IndexTerm s-online game , network measurement, measuring
methods

Ever since SpaceWarw as wrote in1 969,o nline gamesha ve
evolved andbec ome morea ndmorep opular. Accordingto
Sandvine,th e amount of gametraffic representsupt o 7.78%
ofth e current Internet traffic, 2.68% increaseove rla styea r [I].
Online gamingh as alar ge market with 40billi on dollars [2].
What's more, due to theco mpetitivenessb rought to players
andth e taking up of time fragmentationf eature, the number
of activeg ameu sersisg rowingqui cklyove rth e last few
years .A s illustrated in Fig.I , the numbero fm onthly active
users for League of Legends (LoL ) reached 100milli on inth e
year 2016, andkeep sg rowingr apidly [3].

Withth e developmentofo nline gaming , therea re several
other significantlandm arks . In2004, a famous Massively
Multipl ayer Online Role-Playing Game( MMORPG) World
ofW arcraft (WOW) [4]b rought millionso fpl ayerss imulta-
neouslyi ntoth e fantasyga me world. Andth eve rsion 8.1
of the WoW was released by BlizzardEn tertainmentIn cor-
poration 14 yearsl ater. In year2017 , a Massive Mult iplayer
OnlineF irstP ersonS hooting (MMOFPS) game PLAYERUN-
KNOWN 'S BATTLEGROUNDS (PUBG) [5]m ade thes hortest
record ofearly access to the steamplat form with salesof one
million unitsi n1 6 days. In 2018, the MOBA( Multiplayer
Online BattleAr ena)g ame LoL [6] takes up 51.53% of gaming
connections amongth e top 100 online games[I] .

However, we'vea lsowitn essed the booma ndre cessionof
manyo nline games . Ag ameoft en fails if its architecture
is designed unreasonablyo rit ignoresu sers' behaviors . To
achieve agr eat success,l ots of work focus onth e measurement
of online games, including thega me structure andu sers'
behaviors . These measurements can benefit the users' Quality

Source: IGN; SuperData Research; Rift Herald; Riot Games

Fig. I: Thea verage number of monthlyac tiveu sersi nthep ast
decadefor LoL. [3]

of Experience (QoE) optimization,th eg ame competitiveness
enhancement, and even a new gamed eployment. Indetail ,
these works dug deeperi ntoth eg ame operationmech anisms
or collected gamed ata fors imulation.

Inthi s paper,w el ook into theo nline gamesf rom the
perspectiveof measurement.Fro mth e development history
of online games,it canb eco ncludedth ato nline games are
moving towards high image quality andhi ghf ramer ate,o r
supportingm ore playersa tthe sametim e.A nd a poten-
tial direction foro nline gamei s towards tocl oudga ming,
whichcanf reeg amepla yers fromex pensive end-devices.
To understand key principleso f online gaming system, such
as thea rchitectureandu ser behaviors, manye ffortsh ave
been devoted to theo nline gamem easurements . These works
canb e classifiedi ntowhite-b ox measurements andbla ck-
box measurements. With thes uccessinm obilea ndcloud
technologies, thega ming systemwillb e more robust, fair,
extensible, attracting andin evitably more intricacy.

The remainingco ntents ofthi s paper are organized as
follows:In sectionII ,wes ummarizeth e development history.
In sectionIII , them ethods used to measure theo nline gaming
systemwillb ee laborated.In sectionI V, we will surveyth e
measurements done from several aspects, architectures,qual ity
ofe xperiencea ndu ser behaviors . In sectionV ,a ttention was
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paidtotheremainingproblemsandthefuture . InsectionVI ,
wefinally conclude thispaper .

II. D EV ELOPM ENT OFO NLINE GAMI NG

Inthepa st fourdecades , onlinegamesha ve evolvedintoa
varietyofformsacros s different platform s. Ononehand , the
computational capacity of computer hardwarehasbeengreatly
improved , makingitpos sible foronlinegameswithmore
delicate picturesandcomplexsettin gs. Onthe other hand,the
Internet has achievedgreatsuccess , making itpos sible toreach
real-time interacting experience.

Theearlie st onlinegamedatedbacktothe1970s . At
thattime,the online gameswereba sed onthemulti-u ser
dungeon (MUD)system , whichi s transmitted inthepacket-
based computer networkingandusuallytext-based.Thenthe
commercial graphicalgamesbegangrowingin1980 s,s uch
asAirWarriorandonlineGogame . Duetothe limitations
of hardwareandtheInternetavailability , most of these online
gamescouldonlysupportsimplescenario s. Bythe1990 s, with
theprevalenceof TCP/IP protocol , onlinegame s werebegin-
ningtogrowrapidly . During thistimethehome computers
gainedmore attention of users, buttheyweretooexpen sive to
popularize.Videogame consoles arestillthemost common
choices forusers . Atthesametime , moreandmorevideo
game consolesg aintheabilitytoacces s toonlinenetworkin g,
sucha s PlaySation andXbox .

Computer online gamesbecamemoreandmore popular
since2000s.Withtheprevalence of mobile phones,some
mobileonlinegamesemer ged. Andthere appeared some
newformats sucha ss ocialgames . Then, computer online
gameshavemadegreatprogressdrivenbythe continuous
improvement ofproce ssors andgraphiccard s. Meanwhile,
withtherapid popularization ofhome broadband network,
moreandmorepeoplecanget high-speed networkaccess.The
advent of smartphones has increased thediversity of online
games.Onlinegame s on smartterminal s increase dramatically
overrecentyearsduetotheportabilityandtheavailability of
WLANnetworkand high-speed Cellular MobileNetwork.

Inaddition , cloud computing getsadramaticincrea ses ince
Microsoft released Microsoft Azurein2010 . Encouraged by
the improvements in connection speedandthe development
of 4G/5G technologies,s omeworksproposedcloudcloud
gamingsystem s [7], [8]tofillthe gapbetweenweakly
computational terminalsandhi gh performance cloud servers .
Cloudgamingmove s the computation andrenderingtasks
tothecloudserversandlevera ges high-speed connection to
stream gamevideo s fromcloudserver s toendusers .

Nowadays , computer gamesaremovingtowardshi gh image
qualityandhi gh framerate , or supportingmoreplayers
atthesametime.Mobileonlinegameswill continuously
growbecauseofthe5G technologies andthewidelyu se of
smartterminals.Cloudgamingisanewwaytoenjoyhigh
qualitygameswithlow computational capacitydevices,which
require s reasonable server deployment and high-bandwidth
and low-latency network support . Toget better performance
whende signing online games,therehavebeenalotofworks

204

focusing onmeasurin g online games,includingthe system
architecture inference anduser behaviors measurement.

III. M EAS UREMENT M ETHODS

When researchers lookintotheinnersystem,measurem ents
areoftenperformedforthereasonthat developing anew
onlinegamei s expensive andtime-con suming. What's worse,
obtainin g alargeu ser baseisevenmoredifficult sinceit
requiresarobu st implementation ofanintere stingg ame.We
summarizethemainmotivationsofMea surement:

•Surveytheprincipleoftheinnergame structure.(inner-
Measurement)

•Learnabouttheuserplayin g behaviors.(outer-
Measurement)

• Gather thedataproducedintherunnin g systemfor
simulation purpose s.

Different methods areproposedaccordingtothesy s-
temkindandthemea surement objects . Generally, inner-
Measurement methodscanbedefinedintotwotypes:black-
box measurement andwhite-boxmea surement, whileouter-
measurement usuallypaymoreattentiontogamedataanaly sis
other thanthe measurement itself. Thewhite-boxmea surement
measure s thegamesy stem withpre-knowninternal structures
and modification tothesy stem. Onthecontrary , black-box
measurement examines the functionality ofagame system
withoutpeeringintotheinternal structures orworkings[9].

A. White-box Measurement
1) Softwareco dea vailable: Foragamewhosesoftware

codei s available,internalre searches canbedonebyread-
ing andmodifyin g the sourcecode [10]-[ 13]. Thetran sport
protocol , the architecture information,a ndevenwh atevery ou
wanttoknowi s known. Theearly open-source games, suchas
Quake(a First-Person Shooter Game)and Minecraft (a sand-
box construction game), havebeeninve stigated thoroughly by
seniorplayersandsub sequent game companies.

Inmostca ses, commercial computer games needtobe
modifiedtomeetthe requirements of experimental research .
Independent variables(lV s) havetobe manipulated dependin g
onthere search question , andspecific dependent variables
(DVs)havetoberecorded.Fortunately , the manufacturers
of some commercial computer games explicitly allowfor
modification s oftheirsoftwarebymakin g the sourcecode
atlea st partiallyav ailable tothepublic . Forinstance , games
likeCounter- strike, Half-Life , Unreal Tournament orQuake
IIIpubli shed partsofthegame 'ss ourcecode s [13].

Minecraft isapopularnetworkedgamethatallow s players
tobuildwithavarietyofdifferentblo cks ina3Dproce-
durallygeneratedworld , andallow s playersalarge amount
offreedom[9]. Additionally, itallow s for modification and
thusmanydetail s of Minecraft havebeenpresentedbymany
researches , sucha s the communication protocolsandclient-
server architecture. Because Minecraft's architecture iswell
documented andits community is richwith developer support ,
Minecraft has become are search platform s for researchers to
buildMassively Multi-user Virtual Environments(MMV Es),



inwhichtopic s like networking, communication, distributed
data management, consistency and persistence are studied [10],
[12].

2)Lo g files available : Fortho se commercial successful
games, softwarecodemaybe difficult to get. Some workshave
been done bya nalyzinglo g filesg otfrom game company.

Finkeletal.[14] built a simulatorforOnLi ve's service
andmod eled their gamedi stribution strategy . Inord er toe x-
plore distribution methodologies, they examined actual OnLi ve
serverlo gs thatprovid e details on player title requests with
accompanying request time s and durations. Using thedata
collected fromthelo gs repre senting approximately 1.6 million
player sessions,a discrete event simulatorwascon structed
tomodeltheOnLi ve games distribution, selectand launch
system.

B. Black-box Measurement

In most occasions, researchers haveonl y access tothe client
side without knowledge about thewhol es tructure.Re searchers
areintheface of a black box,andmea surement methodsa re
greatly constrained. These approachescanbec ategorized as
follows:

I ) Infomation provided in game: In some game, therecan
be inherent commands foru sers touse , whichmi ght be
installed for some other purpose. The round triptime (RTT)
between clients and servers,andthe workload of servers , are
usually provided, whichcanbeu sed to proof the runnings tate
of the game servers.InTarngetal. 's paper [15],the inherent
who command is used to collect their traces of players' onlin e
time .

2) Packets probing: Packet probing experiments capture
relatively simplet argets,s ucha s delay, loss, reorderinga nd
topology thatyield surprising insights intothe structureand
behaviors of the Internet. While on account of protecting the
transmission fromb eing intercepted anddoin g harm toth e
security,the important datai s always encrypted. Byanal yzing
theunenc rypted information in packets, [16]-[ 18]pre sent their
work s.

Itis a key stagefor players tol ocate apl ayable game server
andthe networking packetsa reu sually readable. When multi
players connect tothe game server,therule s areinfluen ced by
the number of players already onthe game server,the partic-
ularg amingm ap, the specificmat ching rules,andtheround
triptime(RTT) between the clients and servers.Inthework
[16], an artificial game client was created to communicate with
thema ster games erver in order totrackth e ranking of game
servers.

Scamper [18] provides a powerful packet-prober desi gned
to support large-scale Internet measurement. Included inthe
contribution tothe measurement community are feature-rich
implementations of traceroute, ping , MDA traceroute, four
aliasre solution techniques, Sting, andpart s of TBIT. Operating
system difference, accurate timin g information, andmore
easily readable outputs are provided in Scamper.
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IV. M EASURING PRACTIC ES

Inthe former section,we summarizethemoti vations and
methods of mea surements. Inthis section,we mainly introduce
theme asurements based onthe methods according tothethree
specifictar gets: the architecture mea surement, the quality of
experience (QoE)mea surement, andtheus er playing behavior
mea surement. Most measurementsca nbecla ssified intothe se
threetype s, as illustrated inTab .I.

A. Architecture Measurement
The online game systemis composed of different types

of servers thatonly some of themare directly connected
to clients. The architecture mea surement isi n other word s,
studyingth e topology,g eographicaland interconnection of
theses ervers . The following two subsectionsre spectively
present the measurements on interconnection and server-side .

I)Int erconnecting Measurement: According to whether
clients tran sport packets to other clients directly, intercon-
necting architectures are generally divided into client-server
(CS) architecture and peer-to-peer (PP) architecture described
as follow s.

• CIS - Players exchange periodic updates through a central
server.Th es erverusesrec eived information toad vance
the states,and sendsthere sultings tates back to players,
whothendi splay the updated game scene.

•PP- Each player communicates withevery other player.
Pellegrino etal. [II] elaborates theCSandPP architecture

byc onducting analyze and experimentation onan open-source
game . TheCS architecture is not sca lablewiththe number of
players duetoalar ge bandwidth requ irement atthe server .
Onthe other hand , thePP architecture introducess ignificant
overhead forth e players. A combination of two architectures
is propo sed onthi s open-source game.

Most networked games sharethe similarCSar chitecture.
There are several reasons forthe popularity of client-server
architecture.

• It is simplerto implement because onl y one connection
is established for each client.

•Iti ss implertoma intain the centralizedser vers.
• It is easier to detect and handle game cheating.
Forthe sake of bein g clo ser to clients,s erver centers

aredi stributed geographically worldwide. Gargolinski 's paper
[17]de scribes theg ame server'ss election principle for single
player atth at time.

PP architecture has noworryab out the bandwidth but
open the gameto additional cheating, whilefairne ss is the
most important factor tobecon sidered. Since therei s no
serverto detect andre solve theincon sistencies, distributed
agreement protocol should be implemented bypl ayers to
dete ct incon sistencies .

2)S erver-side Measurement : Duetothe limited computing
resources and bandwidth of game servers,the serverperfor-
mance is often mea sured.

Kimetal.de sign and evaluate a game server[19]. Generally,
a game serverwouldbe connected tohund reds of thou sands



TABLEI : Theoverviewofmea suring practices

Classifications Detailed Discription Motion Relat ed Works
serverd esign details [19]

Thearch itecture refers tothe system structure ofan online server selectingprincip le[ 17]
Architecture Measurementga me, including the topologys tructure, geographical inner-measurement three architectures [II ]

distributiono fth es ervers andthewa y how they are interconnected. stresste sting [12]
load balancing [20]

QoE Measurement Thequ ality ofe xperience isa measureo fthedeli ght or outer-measurement cloud gamingQ oE [21]
annoyance ofacu stomer 's experiences witha service. online gamingQ oE [22]

Theu ser playing behavior is the study of online garners
Playing Behaviorass ociated in the gaming. User behavioris aninter -disciplinary outer-measurement who command in WOW [15]

Measurement social science , including psychology, Steam gamep laying time [23]
sociology, marketing, andec onomics .

TABLEII : QoE parameters of OnlineGame s

C. Playing Behavior Measurement

Userp laying behavior isasetof goodreferencev alues for
gamecompany,socia l researchers, andeven Internetservice
providers.Thatiswhy gamestodayareab le toco llect behav-
ioralte lemetry datafromentire populations ofplayers , and
using cloudbased storagetec hnologies, itispos sible toco llect
andprocessevery single usereventfromgame s.

Sifaetai.[23 ] carries out four experiments targetingat
uncovering high-levelpatternsinthe behavior ofp layers
focusing on playtime, using frequentitemsetminingongame
ownership, cluster analysis todeve lop playtime-dependent
player profiles, corre lation between usergameranking s and,
reviewscores,p laytime andgameowner ship, aswellas cluster

Henderson etai.[22 ] explored theQo E ofonlinegames .
Thedelayboundforon line gamesis discussed, whichis
measured bymanyformerworks . Themea surement ofqua lity
inthispaperwasperformedbyrunningpub lic gameservers
fortheFPSgameHa lf-Life . Byde grading the QoE through
adding extrade lay tooneoftwoserver s, then umber of
gameplayerswillchan ge. Latencybetweenserversandclients ,
considered asthemost important parameter for performance, is
measured by comparing clientnumbers of two contrast servers.

Asthefastdeve loping gamingformat , cloudgamingp uts
forward higher requirement ontheQoE.Thearticle [2 I]
conducts a systematic analysisof state-of-the-art cloudgaming
platforms , and highlight theun iqueness ofthe ir framework
design.

of users , alargen umber ofpacketswou ld traversebetween
the serverandclient s inrea l time. IOCP(Inp ut/Output Com-
pletion Port)andmu lti-thread s areimp lemented inasystem
toevaluateits performance. Also , IOCPpacketdesi gn and
processing methodarepre sented .

Duetothe large userbaseand longtime measurement
requiredformeasurin g onlinegames , gamebotsareoften
deployed . Using gamebots ,s erver's capability canbetested .
Cocaretai.[ 12] utilizeopen softwarelibrariestocreatea uto-
matedbot s forMinecraft.Inthisway , thegoalofemu lating
therea l-world stress thatp layers createon hostingserver s can
beac hieved.

Denault etal. 'swork[20 ] discusses thehugeloadcaused
bythou sands of players. Adynam icl oadba lancing mechani sm
is presentedt hat considers boththe load associated with
performing gameactionsaswella s the loadincurredthrough
interest management.

B.QoEM easurement

Whether price-sensitive playerswillbewillingtopayfor
QoE maydependonwhethertheyaresensitiveeno ugh to
detect theeffects of higheror lower levelsofQoE . Ap layer
whocannottellthe difference betweena best-effort anda
priorityservicewillbeun likely topayforthe QoE-based
service .

Inthework[22] , QoEofonlinegamesissur veyed. An
interesting phenomenon comesinto sightthatthereisno
significant difference inthen umber ofp layers whol eavet he
gamea s are sult ofincreaseddelay . Onepossibleexp lanation
forthis phenomenon isthatbeca use ofth e lackofoptionto
acquireh igher levelsofQoE , they would ratherp lay games
overa lossyandhi gh-de lay network,thannotp lay gamesat
all.

QoEi s based onthehumanfeelingthatisnotwe ll quan-
tized.We summarize four parameters affectingQo E thatare
typicallyappliedtodefinetheQoEinTab .II relatedtothe
networkandserver(regard less oft he clientdevice hardware
performance):

Differenttypesofgameswillh ave different requirements
foreachoft hese parameters. Thro ughput is typically notan
issue for current onlinegame s, but delay istreatedasthemost
important parameter ofa ll.
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QoE parameter

throughpu t

operation delay

delay j itter

server tickrate

Discr iption
thedatarate transported betweenclient
and server,duringthegame , iti s
mostlystab le
the timeneededfortheclient scenes
tochange , when clients sendinput
commands
unstable operation delaygivesbad
playing experience
the frequencyw ith which the game
servercomp utes andsendstoclients



analysi s onSteam(onlinegame distribution platform [24])
games.

Tarngetal.[15]usea command, whichispublicly available
toevery player inthegame , to collect theirtraces. After
logging inthegame , playerscanaskthegameserverto
replywithalistofplayerswhoare currently online. Dur-
ing 2-year's gathering, they analyzed thelength of gamer's
stayand predicted thegamehours , whichis important for
understanding the players' behavior and improving gaming
quality. They presented the predictability of online garners '
subscription time, inotherwords,users ' gaming hourscanbe
predicted, whichwilltakeprofitstogame companies.

V. R EMAINING PROBLEMS AND F UTURE

A. GameSecurit y
Online games are attracting hackers ' attention becau se

thereare opportunities toprofit illegally. Game developers
havetheneedto protect information assetsrelatedto online
game services, suchasgame server systems, networkdevices,
databases, and applications. Inthegameworld , gamebots
shouldbe detected to provide well-balanced virtual economic
environment in MMORPGs.

While fromthepointof researchers who measure online
games throughblackboxtesting , itisnotagood message.
The security countermeasures greatly increase thedifficulty
measuring thesystem.

Wooetal.[25]survey academic research effortsandprac-
tices relatedtothe security issues. Themain security issues
that significantly affectgameusers originate fromgamebot ,
in-game hack,g oldfarming,andidentitytheft.Gamebotsand
in-game hackcanmakeusersfeelunfair.Inaddition , actual
illegal activities are examined tolookat countermeasures
being adopted.

Huguenin etal.[26]proposeseveral techniques to detect
andprevent cheating ona distributed versionofQuakeIII.
The approach is basedonmutualverification, indirect com-
munication, and vision-based information filtering .

B. GameOptimi zation
Usersofreal -time online games oftenas sume thattheir

game performance andmatchorgame outcome is determined
by network conditions. Optimizing thegame experience isa
endless workduetothe increasing requirement ofplayers.As
wecansee , whatwe measure iswhatwecareabout.The
architecture, QoE, and strategies basedonuser behavior all
canbe optimized.

C. Future of Online Gaming
Withthe explosion ofcloud resources nowaday s, third-party

cloud providers enable organizations tofocusontheircore
businesses insteadof expending resources ondevice mainte-
nance . Game companies areabletodeployand optimize their
systems withlowcosts . Whenit comes togame measurements,
game developers areableto experiment their architectures with
lowcost , atthesametime , measurements canbe performed
widelyaroundtheworld.
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Quality of experience (QoE)isnotpaidmuch attention
tosincethe network infrastructure isnotgood enough for
providin g lowlatencyandhigh bandwidth. Game server
distribution is also a limitation forevery players worldwide
toreach. Some famousand successful games are providing
good enough service afterinvestingmuchin infrastructure.

Becauseofthe gaming industry profitingpattern , many
online games arenot charging bytime , QoEbased service
maybeignoredatthistime . Thenetworkisonly providing
doing-best service forusers.TheQoEof gaming shouldbe
standardized inthefuture.

Cloud gaming are attracting players ' attention since20I0,
especially forthosewhose computer orgameboxisnot
good enough forthenewestgames.Italso presents harder
requirement forthe networking infrastructure andgamede-
sign . Cloud gaming nowadays just provides the games that
havebeen developed. Wecanputthegame server together
withcloudserverasanew architecture, sothatthelatency
canbe decreased by adopting thisnew architecture.

Online gaming measurement willfacemoredifficultydue
tothe adoption ofcloud resources. Thesystem architecture
willbemore complex forthepurpose of increasing security,
fairnessand extensibility.

VI. CONCLUSION

Online gaming isnowan important formof entertainment.
Withthe development of mobile devices, moreandmore
peopleofallages join in online gaming . Forthe motion of
learning aboutthegamesystem , measuring isthebestway
withlowestcost.Wereviewthe measurements thatmainly
targetingat architectures, QoE, user behaviors. Different meth-
odsarealso presented. Thenthemost concerned problems
remaining tobe optimized are presented andwelooktothe
futureof online games.

Webelievethispaperwillbehelpfulfor researchers tohave
ageneral comprehension on online games.
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