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Abstract— As the prevalence of computing-intensive and delay-
sensitive IoT applications, IoT Service Providers begin to deploy
micro data centers in the edge and offload functions to them.
However, more and more complex IoT applications require an
ordered sequence of services across geographically distributed
infrastructure to fulfil their functions, which poses grand chal-
lenges for IoT Service Providers to deploy applications with low
costs and high efficiency. To the best of our knowledge, no existing
works have studied the deployment for an application with multi-
level services (referred to as ADMS problem). To fill in the gap,
we formulate the ADMS problem as an optimization problem
with the aim of minimizing the overall deployment cost under
the latency/computation/storage/bandwidth requirements and the
infrastructure capacity limitations. We design a workflow-based
heuristic algorithm called AMS, which can determine how many
Virtual Machines (VMs) should be placed for each type of service
and where to place them. AMS supports the services to scale up or
scale down on demand in real time. Simulation experiments based
on real network measurement demonstrate that AMS can reduce
the number of deployed VMs by 28.4% and the deployment cost
by 33.9% subject to comparable satisfied user ratio.

I. INTRODUCTION

With the development of software and hardware technology,
IoT devices are becoming more and more intelligent. These
lightweight devices are widely used in many fields, such as
smart homes and smart cities [25]. As predicted by Statista,
there will be 8.4 billion IoT devices in use by 2020 [9].
Moreover, the global market for IoT is expanding dramatically
and projected to reach $457B by 2020, with a Compound
Annual Growth Rate (CAGR) of 28.5% [7]. However, with
the prevalence of computing-intensive and delay-sensitive ap-
plications, such as augmented/virtual realities and spectral
applications [13], existing IoT devices with limited storage
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and battery capacity cannot satisfy the requirements of these
applications any longer [31]. To this end, more and more IoT
Service Providers (SP) begin to deploy much more powerful
servers, which is also called micro data centers, in the edge
to assist the lightweight IoT devices [28]. Then the SP
offloads the computing-intensive functions, which is hosted
by specially-designed Virtual Machines (VMs), strategically
among the micro data centers in the edge, while these VMs
can provide services to multiple IoT devices.

The placement of these VMs is of great significance to
the performance of applications and the operational cost of
a SP. Note that an application may consist of several types of
services and different types of services are queried in turn. For
example, in order to support GPS navigations, a smart glass
may send a query to an edge device such as a smartphone,
and then the device fetches the navigation results from a
cloud server. These applications requiring an ordered sequence
of services are referred as to applications with muti-level
services. One fundamental question is how to place the VMs
for the application with multi-level services, or more precisely,
given the performance requirement, how does a SP deploy the
application among its infrastructure, aiming at minimizing the
operational cost under the performance Service Level Agree-
ment (SLA)? This problem is called Application Deployment
with Multi-level Services (ADMS problem). Nevertheless, due
to the inherently widely-distributed architecture of infrastruc-
ture, people are facing many pragmatic complexities in the
application deployment:

Complexity of Infrastructure: nowadays, more and more
SPs not only deploy data centers globally [2, 3], but also
place micro data centers in the network edge [4]. The in-
frastructure in different regions have different costs in terms
of the resources, e.g. the computation resource, the storage
resource, and the bandwidth resource [11]. As a result, there
exist preferences to the type of service for given infrastructure.
For example, SP would like to deploy a service with high
bandwidth consumption to the infrastructure with lower band-
width price. Moreover, the cost function in a single location
for a specific resource is usually non-linear.

Complexity of Application: different customers have dif-
ferent applications, and these applications may have different
features and different performance requirements. For example,
some applications are latency-sensitive, such as augment-
ed/virtual realities, while others are not. In addition, some
applications are composed of more than one services. A
typical example is living streaming applications that include
video transcoder VM for video format transcoding, and video
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compressor VM for video compressing. Moreover, the access
to different VMs should comply with a specific order. In other
words, the request of a user should be handled by various types
of VMs in sequence.

Complexity of Service: for different usages, the VM for a
service may be designed to be computing-intensive, storage-
intensive or bandwidth-intensive. As a result, different types
of VMs have different consumption on computation resources,
storage resources, and bandwidth resources. Moreover, these
VMs may be located in the same infrastructure and compete
for the same resources in the facility. In addition, some
VMs should be deployed at specific locations due to policy
restrictions or service features. For example, Session Initiation
Protocol (SIP) VMs for IP Multimedia Subsystem (IMS)
applications must be performed at the edge of the operator
network.

To the best of our knowledge, no existing works take all
these pragmatic factors into consideration. The most related
work from the literature are the multi-Level capacitated and
uncapacitated facility location problems [16, 20, 21]. These
works aim at minimizing the sum of the fixed costs of the
open facilities, plus the transportation cost of the clients’
assignment, where each client’s transportation cost is the
sum of transportation cost from itself to the first facility of
its sequence, plus the transportation cost between successive
facilities of its sequence. ADMS Problem differs from them in
the following aspects: 1) Different types of VMs may locate
at the same facility and they share the facility’s resources
(e.g. computation resource, storage resource and bandwidth
resource) in common. 2) The opening cost of a facility is not
fixed, but is related to the type of opening VMs and the copy
number of each type of VM. Moreover, the cost functions
are always non-linear to the number of consumed resources.
3) One type of VM customized for a given infrastructure
always consumes the same number of resource. In other words,
the number of allocated resource for one type of VM in an
infrastructure is a step function of the number of requested
resource.

In order to solve the ADMS problem, this paper makes the
following contributions.

o We formulate it as an optimization problem with the
aim of minimizing the overall deployment cost under
the latency/computaion/storage/bandwidth requirements
and the infrastructure capacity limitations. Moreover, the
formulation jointly considers the customer’s and SP’s
preferences, the resource allocation model, and the re-
source cost model.

o As the ADMS problem is proved to be NP-hard, we
design a workflow-based heuristic algorithm called AMS.
AMS can determine how many VMs for each type of
service should be placed, and where to place them.
Moreover, AMS supports the services to scale up or scale
down on demand in real time.

¢ We simulate AMS using the real Internet data from
iPlane [5]. Simulations based on real network measure-
ment demonstrate that AMS can reduce the number of
deployed VMs by 28.4% and the deployment cost by
33.9% with comparable satisfied user ratio.
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Fig. 1: An example for deploying an application with multi-
level services.

The rest of this paper is organized as follows. Section II
gives an example of ADMS Problem to help better un-
derstanding and then formulates the problem taking various
pragmatic factors into consideration. Section III presents our
heuristical algorithm, which supports the services to scale up
or scale down on demand in real time. The proposed method
is evaluated in Section IV, and the related work is reviewed
in Section V. Finally, Section VI summarizes the paper.

II. PROBLEM FORMULATION
A. Problem Description

In general, a customer (an enterprise or an individual) would
negotiate with a IoT Service Provider about the expected per-
formance of its applications. Under the SLA with the customer,
the SP would determine how to place the application in its
infrastructure in order to minimize the resource consumption
while satisfying the required performance of the application
and the capacity constraints of its infrastructure, where the
infrastructure includes the central data centers and micro data
centers in the edge.

Actually an application may consist of more than one
type of services. Fig. 1(a) shows an example that helps
understanding the problem. In the example, the application
is composed of three services: Servicel-Service3. The target
users of the application are usually distributed geographically.
In the example, there exist 6 users (i.e.Userl-User6).

When accessing the application, a user requires a subset of
services by order. Without loss of generality, the request of
Userl would follow the sequence of Userl <> Servicel <
Service3, the request of User 2 would follow the sequence
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of User2 <« Servicel <+ Service2, while the request of
User3-User6 should be served by User3/4/5/6 <+ Servicel <«
Service2 <> Service3.

For latency-sensitive applications, the latency perceived
by users from sending the request to getting the content
should be less than a given threshold D,,,,. Without loss of
generalit}’, there exists duserl; servicel T dservicel;service3 < Dmaac
for Userl, where dyseri: servicel 1S the Round Trip Time (RTT)
between Userl and the VM hosting Servicel, dservicel:service3
is the Round Trip Time (RTT) between the VM holding
Servicel and the VM holding Service3. The processing time
within a is neglected comparing the the propagation laten-
cy between the user and data centers and the propagation
latency between two data centers. If Servicel and Service3
are located in the same data center, dservicelservices = O.
For compute/storage/bandwidth-intensive applications, the SP
should provision enough resources related to the application
in order to guarantee the SLA.

The infrastructure is always distributed geographically in
order to provide better service and tolerate the failure of
any data center. As shown in Fig. 1(b), the SP has 5 data
centers in the network, that is, DC1-DCS5. Each data center has
resource capacity for computation/storage/bandwidth. Without
loss of generality, DC1 has capacity of {Uf,U;,UP}, where
Uf denotes the maximum computation resource (in a unit of
CPU-hours), U7 denotes the maximum storage resource (in a
unit of GB), and Uf denotes the maximum bandwidth (in a
unit of MB/s).

Due to the resource price difference in different locations,
SP may have special preferences to the services for the infras-
tructure. For example, the provider prefers to place bandwidth-
intensive services on infrastructure with low bandwidth price.
Without loss of generality, The cost when x units of com-
putation resource, y units of storage resource, and z units
of bandwidth resource are rented at the data center D(C' is
Fi(z,y, 2).

Moreover, some types of VM can only be placed at specific
locations in the network, such as the SIP VM for IMS services.
As shown in Fig. 1(b), a data center with the Indicatorl has
the ability to accommodate the VMs of Servicel. Thus the
data center candidate sets for different services are different
but may have intersections with each other. For example, the
data center candidate set for Servicel is {DC1, DC3, DC4,
DC5}, the data center candidate set for Service3 is {DCI,
DC2, DC3}. The two candidate sets have {DCI, DC3} as
the intersections, which means the two types of services will
compete for the resources in {DCI, DC3}.

Then ADMS problem in the above simple example is defined
as follows: given the distribution of users (Userl-User6), the
candidate infrastructure (DC1-DCS5), the resource capacities in
each infrastructure (e.g. {Uf,U;,UP} for DCI1), the resource
cost function in each infrastructure (e.g. Fy(x,y, z) for DC1),
the type of services (Servicel-Service3), the service sequence
for each user (e.g. Userl <> Servicel <> Service3 for Userl),
the data center candidate set for each service (e.g. {DCI1, DC3,
DC4, DC5} for Servicel), how many VMs for each service
should be placed and where to place them.

TABLE I: The main terminologies used in the formulation.

[ Notation [[ Semantics |
D Set of the service provider’s infrastructure,
D ={Dy,Ds,...,Dp}
M Number of the service provider’s infrastructure
Uusg, Uz, U, Zb Maximum available computation resource (in a
unit of CPU-hours), storage resource (in a unit
of GB), bandwidth (in a unit of MB/s) at D;,
respectively
\4 Types of services required for the application,
V={V,V,...,Vn}
N Type number of the services for the application
P; Candidate data center set for the service V;,
P={pijNl<i<N1<j<N;}CD
T4 4k Indicator variable, which is equal to 1 if p; ; is
the data center Dy, and equal to O otherwise
S; VMs of the service V; distributed among data
centers P;,
Si ={sij[1 <i <N, 1<5<ni}
Yi gk Indicator variable, which is equal to 1 if s; ; is

placed at data center p; ., and equal to O
otherwise '

Allocated computation resource, storage
resource, and bandwidth resource for s; ; at
Pi, K, respectively

User set for the application,
U={ui,ug,..,ur}

R User number for the application

W; u;’s request is served following the sequence
Wi = {’wi’o7 Wi 1y ey wimi}, where wi,0
represent the user u; itself, w; ; is a service
for1<j<mr;

Indicator variable, which is equal to 1 if w;_;
belongs to the VM sy, ;, and equal to 0
otherwise

Number of the requested
computation/storage/bandwidth resource for
sg,1 by U, respectively

Number of allocated
computation/storage/bandwidth resources,
respectively

c s b
1,5,k a5,k 7,5,k

Zi,5,k,1

c s b
Ri,]" Ri,]" Ri,]'

c S )
Uig ko Yiyg ko Wik

fii () Resource allocation function for service V; at
data center p; ;
Fi(z,y,2) Resource cost function when z units of

computation resource, y units of storage
resource, and z units of bandwidth resource are
rented at the data center D;

B. Problem Formulation

Table I lists the main terminologies in the formulation.

Given the set of a service provider’s infrastructure D =
{D1,Da,....,Dpr}, each element D; € D,1 < i < M
represents a data center of the SP. Moreover, the capacity the
data center of D; can provide to the customer is {U¢, U$, UP},
where U; denotes the maximum computation resource (in a
unit of CPU-hours), U;’ denotes the maximum storage resource
(in a unit of GB), and Uib denotes the maximum bandwidth
(in a unit of MB/s) to the customer.

Assume that there exist IV types of services required for
an application, ie., V = {V4,Va,...,Vx}. For each kind of
service V; € V,1 < ¢ < N, its candidate data center set is
P, ={p;;]1 <i<N,1<j<N;} CD, where N; is the
number of candidate data centers for the services= of type V;,
and p; ; is a data center in D, that is p; ; € D.

Let x; ;5 be an indicator variable, which is equal to 1 if
pi,; 1s the data center Dy, and O otherwise.

z;jr € {0,1} forall ,j,k (1)
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Note that p; ; € D, there exists

> wije=1 foralli,j )
k

For the service V;, it may consist of VMs in numerous sites
distributed among data centers P;, i.e., S; = {s; ;|1 < i <
N,1<j <n;}, where s;,; denotes the VMs of the service V;
at the same data center, and n; < N,;. Note that it is possible
that multi-VMs of the same service are placed at the same
data center. Then the set of all VMs of all types of services
is S={Si|]1 <i<N}.

Let y; ;% be an indicator variable, which is equal to 1 if
s;; is placed at data center p; ;, and 0 otherwise.

yiik € {0,1} forall 4,4,k 3)
Note that s; ; is placed in F;, thus
> wije=1 foralli,j @)
k

If s; ; is placed at data center p; ., let {ug ; . us ;  ul,}
denote the allocated computation resource, storage resource,
and bandwidth resource for s; ;, respectively, then we have
(s j o us g ud b < {UE, UR UR

Assume that there exist IR users for the application, i.e.,
U = {uj,us,...,ur}. For each user u; € U, its request is
served following the sequence W; = {w; 0, W1, ..., Wi r, s
where w; o represents the user u; itself, r; is the number of
services for u;’s request, and the service w; ; € S,V1 < j <
Ti.

Let z j 1, be an indicator variable, which is equal to 1 if
w; ; belongs to the VMs sy, ;, and 0 otherwise.

zi gkl €{0,1} for all 4,75, k,1 5)
Note that there exist services to which w; ; belongs, thus

D> zijra=1 foralli,j (6)

ko1
If w; ; belongs to sy ;, where 1 < j < r;, the required com-
putation resource, storage resource, and bandwidth resource at
. s c s b :
w; ; for u; is {Ci,jﬁk,hciﬁj,k,l’Ci',j,k,l}’ respectively.
The number of the computation resource requested for sy, ;

by u; is
C
E E Ci 3.k, 1%0,,k,1

1<j<r,5:2i0,5,k,0=1 l=jsri

C _
Cigkl =

thus the overall number of the computation resource for sy ;
requested by U is

RIS

I<iSRI1<j<ry

Cf,j,k,lzi,j,knl (N

Similarly, the overall number of the bandwidth resource for
s, requested by U is

Ria=2, 2, o

I<iSRI<j<ry

i,k 170,k 3

and the overall number of the storage resource for sj; re-
quested by U is

Ria= 2, 2

1<iSRI1<j<r:

Cf,j,k,zzi,j,k,l )

300

)

N
o u
o O

P N W s o
Price ($/Month)
2o N
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o o
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Fig. 2: An example for bandwidth allocation function and
bandwidth pricing function.

If s;; is placed at data center p;, that is, y;;r =
1, the number of computation/storage/bandwidth resources
{us ; ous j poul sy} allocated by SP is determined by
the number of computation/storage/bandwidth resources
{R{;, R; ;, R} ;} for s; ; requested by U:

. b _ b
Vyigk=1: {Uf,j,kauf,j,kaui,j,k} = fr( z]ﬂRfJaRi,j)

In other words,

b
ui,j,k} = fl,k( 137R137R1 j)ylj k

where f; ;(-) is the resource allocation function for service V;
at data center p; j.

If the number of computation/storage/bandwidth resources
consumed by each copy of service V; at data center p;j is
{u§ ;,uf ;,ul ;}, respectively, then a kind of resource alloca-
tion function is a step function, as shown in Fig. 2(a).

{Uf,j,ka“f,j,ka (10)

R, R:. _RY
Fon(BS 5o R 5, R ) =maw{ [, [ fu ar
2,7 7J 1,J
{ug jug 5, “3;‘

where maz{[ ”1 [ ”] [~ ‘ﬂ} is the minimum number
of VMs for serV1ce Vi at data center Di,k in order to provide
the number of requested resources.

Note that the overall number of the computation resource
consumed at Dj should not be more than the computation
capacity of Dy, that is,

Z Z ug i xTigk < Ug forall k

1<i<N 1<G<N;

(In

Similarly, the overall number of the storage resource consumed
at Dy, should not be more than the storage capacity of Dy,

that is,
Z Z uj ik Tig e < Up forall k

1SN 1<j<N;

(12)

and the overall number of the bandwidth resource consumed
at Dy, should not be more than the bandwidth capacity of Dy,

that is,
b o < UP forall k
ui’j7kxl7],k > U or a
1<i<N 1<j<N;

13)

Considering that many applications have requirements on
the latency users perceived. The latency perceived by user u;
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should not be more than the expected maximum latency D4,
that is,

> du,, i, < Diaa foralli (14)
1<j<r;
where d., is the latency between entity = and y.
For the latency dw”,w, p between w;; and w, 4 the
following equations hold true according to Eqgs.(1)- (6)
Zigkl =1
Elkvlmgvha S.1. yk,lm‘] =
Tgh =1
, , , , Zi/,j/,k/,ll = ]_
Elk7l ,g7h, S.L. ykll,l/,g/ :]. (15)
I’k/7g/)h/ =
dwi,,j;wi/yj/ = dDh;Dh/

where w; ; is located at Data center Dy, while w; ; is located
at data center D, .
The overall cost for the consumed resources is as follows:

C S
E Fk(E E ui,j,kxid,k”E E Wi 5, kTi,5,ks

1<k<M 1<i<N 1<5<N;

b
E E ui,j,kxid}k)

1<i<N 1<G<N;

1<iSN 1<j<N;

(16)
where Fj(z,y,z) is the cost when z units of computation
resource, y units of storage resource, and z units of bandwidth
resource are rented at the data center D;.. The cost function is
always non-linear, as Verizon’s bandwidth pricing function [6]
shown in Fig. 2(b).

Our objective is to minimize the overall placement cost giv-
en the latency expectation and resource capacities constraints.
Then the ADMS problem can be formulated to minimize the
above cost function given the constraints (1)-(15).

III. METHODOLOGY

In this section, we design a heuristic algorithm, named AMS
to solve the formulated problem.

As shown in Fig. 3, AMS takes the application requirements
from the customer and the status of infrastructure from the
SP to compute the optimized application deployment strategy
among the infrastructure, which is feasible when AMS is

adopted by the SP. In detail, the customer should provide
the objective users (U = {uy,us,...,ur}), the performance
requirements (e.g. the expected maximum average latency
D,qz) and the user behavior (e.g. the accessing sequence to
each type of services W); while the SP should have awareness
to its own infrastructure, including the cost model (e.g. the
set of resource cost functions for each data center F’), the
resource allocation model (e.g. the set of resource allocation
functions for each type of service at each data center f), the
data center information (e.g. the locations and the capacities
of its data centers D), the deployment preference (set of data
center preferences for each type of service P) [33], and the
measurement data (the latencies between data centers and the
latencies between data centers and objective users). There exist
many works that provide lightweight methods to measure the
latency between arbitrary two hosts in the large-scale network,
such as GNP [22] and SSL [33]. AMS can take advantage of
these methods to measure the latencies between data centers
and the latencies between data centers and objective users.
The selection of measuring method is out of scope in this
paper. Taking all these factors into consideration, AMS aims
at reducing the deployment cost while satisfying the applica-
tion’s performance requirements and the capacity limitation of
infrastructure. The overall algorithm is shown in Algorithm 1.
In order to avoid bias, AMS randomly shuffles the order
of the users in U at first, and then determines whether
to open VMs and where to place the open VMs for each
service following a greedy mode. In detail, for each user
u; € U, the service sequence that its request should follow
is W; = {w;,0,wi1,..., Wi, }, where w; ¢ is the user itself.
For example, in the case of Fig. 1, the service sequence for
Userl is Wy = {Userl, Servicel, Service3}. Then AMS finds
the candidate data center set Py, ; for each w; ; € Wi\{w;o}.
Based on the candidate data center set for each service in
the sequence, AMS can enumerate all the possible paths
Py, ;%...x Py, . that can provide the sequence of services. For
example, in the case of Fig. 2, Py, , for wy 1 is the candidate
data center set for Servicel, that is, Pk1,1 = P, = {DCl,
DC3, DC4, DC5}; Py, , for wy o is the candidate data center
set for Service3, that is, Py, , = P3 = {DCI, DC2, DC3};
and the element in Py, , X Py, , is a pair of data centers, which
contains an element in P, , and an element in P, ,. Thus the
number of possible paths for Userl is 12. Among the possible
serving paths of u;, AMS chooses all the feasible paths that
satisfy the latency requirements (d,,.;, < Dy,qs) and resource
limitation constraints (checkPath(u;, L, f, D) is true) into set
LL. If there exists any feasible path (P # @) for user u;, AMS
chooses the path L* € P with the lowest incremental cost, that
is,
pathCost(u;, L*, f, F, D) < pathCost(u;, L, f, F, D),VL € L

to serve the user. In addition, AMS updates the requested
computation/storage/bandwidth resources for each type of
service and their locations according to L* (updateRequestRe-
source(u;, L*, f, D)), and records the assignment to S. For
the user u; that there does not exist feasible paths (L = (),
AMS records them into U’

AMS can determine how many VMs for each type of
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Algorithm 1: AMS (U, W, Dyau, D, P, f, F)

Algorithm 2: checkPath(u;, L, f, D)

1 // U: User set for the application, U = {u1, ua, ...

2 /I W: Set of the service sequence for each user

3 /I Dpaz: Expected maximum latency user perceived when
using the application

4 /I D: Set of the service provider’s infrastructure

5 /I P: Set of data center preferences for each type of service

6 /I f: Set of resource allocation functions for each type of
service at each data center

7 /I F: Set of resource cost functions for each data center

JURY

8 Q < 0; // requested resources for each type of services and
their locations
9 S <« (); // user assignment strategy

10 U« 0; // users that are not unassigned

11 U « U.shuffle();

12 foreach u; € U do

13 //Serving sequence of u;, where w; o = u;

14 W; «— {’u)i’o7 Wi 1y ey wi,”};

15 foreach w; ; € W;\{w; o} do

16 L /1wy, ; belongs to the service Vi, .

17 Py, ; < Candidate data center set for w;,;;
18 //Find all feasible paths for w;

19 L+ 0

20 foreach L € Py, , X ... X Py, . do

21 if du;;L < Dimaz then

22 if checkPath(u;, L, f, D) then

23 | L U{L}:

24 //Choosing the path with the lowest incremental cost to
Serve u;

25 if L # 0 then

26 L* < L with the lowest pathCost(u;, L, f, F', D) in

P;

27 Q < updateRequestResource(u;, L™, f, D);

28 S U {{ui, L7}

29 else

30 | U U {u)

31 return Q, S, U,;

service should be placed, and where these VMs be placed in
O(RM*) time complexity, where R is the number of users,
M is the number of Dater Centers, and K is the maximum
number of different services in a serve sequence, that is,
K =maz{r;|]1 <i < R}.

If there are residual users after the process (U ' # (), AMS
will relax the performance requirements D,,,, for them, and
go through the basic process until they are served or the
resources in the infrastructure are exhausted.

lemma IIL.1. If there exists only one user to be served, that
is, |U| =1, the service deployed by AMS is pareto-optimal.

Proof. As described by Algorithm 1, AMS enumerates
all the paths which satisfies the latency requirements
(du;; . < Dmae) and the resource capacity requirements
(checkPath(u;, L, f, D) returns True), and selects the path
L* with the lowest cost to serve the user.

It’s obvious that we cannot find another strategy that satis-
fies the latency requirement but with lower cost to serve the
user. So, the service deployed by AMS is pareto-optimal. [

In Algorithm 1, we invoke the checkPath function, which

2327-4662 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

1 // u;: User who requests the application

2 /I L: Service sequence for user u;, L € Py, ; X ... X Pk”i

3 // f: Set of resource allocation functions for each type of
service at each data center

4 /I D: Set of the service provider’s infrastructure

5 {aj,a‘;,a?} — {A;,A;,A;’-} for each D; //Temporal
variables storing the unallocated number of
computation/storage/bandwidth resource at each data center

6 {5;',1,5]5',1755,1} —{B5,, ;’Z,B;’J} for each D; and each
service V; //Temporal variables storing the requested number of
computation/storage/bandwidth resource at each data center for
each type of service

7 flag < true;

8 foreach [; € L do

9 //The number of extra resources provisioned for /;, which

is hosted by Dy,

10 AR] = fki,,j»g(ﬂicb,k:i,j + Cziyj,‘w ﬁfSL,ki,j + Cii,j,g: 52,1%-,]- +

Czi’j ,g) - fkri,pg(ﬁfb,kij ) B}SL,ki,j ) ﬁz,ki,j );

1 if AR; < {a§,af,ab} then

12 /lupdate the temporal variable of the requested resource
number at Dy, for service Vi, ;
P b
13 {/chb,kidﬂﬁ,kiyjaﬁh,ki,j} =
b b .
{Bi,k77 + Ciq‘,,j,g’ ’Biski,j.—i_ ciwvg’ 6"%’%,]‘ + cki,jvg}’
14 /lapdate the temporal variable of the unallocated
resource number at Dy,
b b .
15 {oh, af,an} = {af, ok, 03} — AR;;
16 continue;

17 flag < false;
18 | break;

—
o

return flag;

checks whether the infrastructures carrying the path L have
enough resources for the user u;. During the checking process,
we do not really open the path, thus using a set of temporal
variables {O‘;’ as, a?} to represent the unallocated amount of
computation/storage/bandwidth resources at data center D;
and a set of temporal variables {5;,17 L 5;’71} to represent
the requested number at data center D; for the service V].

For each node I; € Py, along the path L, it provides
the service Vi, ; and is located at the data center pg, ; g,
that is, Dp,. The resource allocation function for service Vi, .
at data center py, ;4 is fr,,; 4(-). Note that the requested
resource number by user u; at D) for the service Vi,
is czi’j’g,czi’j’g,czi,j’g. Thus, the total requested resource
number at Dy, for the service Vki)j is

b
{/BicL,ki,,j ’ 52,1@;1]' ’ ﬂh,kw }

b b
= {B}Chk“ + czimg’ 62,7‘%,;‘ + czi.jyg’ ﬁhvki,j + ck’i,jag}

Considering the resource allocation function, the number of
allocated resources should be

c c s s b b
fki,j’g(ﬁhki,y + cki,jvg’ﬁh,k?i,j + Criig0 Bhaki,j + Ckz‘,j;g)'
The number of extra resources provisioned for /; is
_ c c s s b b
AR _fk’ivj7g(ﬁh;ki,j + Cki g0 ﬁ}hkm‘ + Cki .90 Bhaki,j + Cki,pg)
c s b
_fki,jvg(Bh,k?i’j ’ Bh,kiyj ’ Bh,ki,j)

If these resources are allocated to L, the left unallocated
resource number at D; would be

{azvaivaz} A {afwafwaz} —AR
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Algorithm 3: pathCost(u;, L, f, F, D)

1 // u;: User who requests the application

2 /I L: Service sequence for user u;, L € Pki’1 X ... X Pk’i,m

3 // f: Set of resource allocation functions for each type of
service at each data center

4 /I F: Set of resource cost functions for each data center

5 /I D: Set of the service provider’s infrastructure

6 {85,065, ;’J} — {B5,, j,l,Bf’l} for each D; and service
Vi //Temporal variables storing the requested number of
computation/storage/bandwidth resource at each data center for
each type of service

7 foreach [; € L do

8 /lupdate the temporal variable of the requested resource
number at Dy, for service Vi, ;

9 {/Bh ki o /Bh ki o Bh ks, }
{ﬁh,ki,j + Ck g7ﬂh ks, +Ck7 s gw@h ki ; T C k”,g}

10 return Zj Fj(zl fl,j( 55 B0 ;)l)
Algorithm 4: updateRequestResource(u;, L, f, D)

1 // u;: User who requests the application

2 /I L: Service sequence for user u;, L € Pkm X ... X Pkmﬁ

3 /I f: Set of resource allocation functions for each type of -
service at each data center

4 /I D: Set of the service provider’s infrastructure

5 global {A§, A3, A%} for each D; //The unallocated number of
computatlon/storage/bandw1dth resource at each data center

6 global {B5,, Bj, Bil} for each D; and service V; //The
requested number of computation/storage/bandwidth resource at
each data center for each type of service

7 foreach [; € L do

8 /lupdate the requested resource number at D, for service
Vi

9 {Bhk Bhk Bhk77}_
{B;, hk1] +Ck,J,g7Bhk7] + i, o hk +Ck,],g}

10 /lupdate the unallocated resource number at Dy,

11 {Af, Ah,A }=
{Af, AL, AR} — f, 9(Bhk, ; + ¢k, Bfi ki ,+
L ”g,Bhk +Ck”g)+fk”,q(3hk

12 return {B5,, B, j,l};

checkPath function goes over every nodes in L to check
whether the extra number of resources for the whole path L
can be allocated, as described in Algorithm 2.

The pathCost function invoked in Algorithm 1 computes
the overall cost if a path is opened for a user. Similar to the
checkPath function, the pathCost function does not really open
the path and uses a set of temporal variables to represent
the requested number at each data center for each type of
service. Then the function adds the resource according to the
requested computation/storage/bandwidth resources when the
user is served by the path. After that, the function traverses
all types of services at all data centers, computes the cost
based on the resource allocation function and the cost model,
as described in Algorithm 3, where (55, ;J?ﬁ?’l) is the
requested number of computation/storage/bandwidth resources
at data center D for service Vi, fi;(85,,65,,5%,) is the
allocated number of resources at data center D;.

After choosing the path which incurs the lowest extra
resource cost, AMS will invoke update Request Resource to
update the requested resources for the application, including

GocgleMyMaps

Fig. 4: The geographical distribution of the simulated data
centers.

increasing the real number of the requested resources and
decreasing the unallocated resource number at related infras-
tructure. In detail, Algorithm 4 maintains the set of values
{45, A Ab} to represent the unallocated amount of computa-
t10n/st0rage/bandw1dth resources at data center D; and the set
of values {BS,, BS,, B} to represent the requested number
at data center D; for the service V;. When opening the path
L for user u;, Algorithm 4 goes over every nodes in L to
allocate the extra number of resources for the whole path L.
The process is described in Algorithm 4.

In the application deployment scenario, the ability to scale
up or scale down the services on demand is critical both to
the customer and the SP. It’s feasible for AMS to handle this.

When there exist users joining or quitting to use
the application, their requested numbers of computa-
tion/storage/bandwidth resources would vary accordingly.
What AMS would do is recompute the allocated number of
resources for each type of service at each data center based on
the requested numbers. After that, AMS updates the number of
VMs for each type of service at each data center. If the updated
number of VMs increases, it indicates that SP should scale up
the service to accommodate the increasing population; while
reducing the updated number of VMs when scaling down the
service to reduce cost. Note that when the updated number of
VMs reduces, SP should shut down some VMs of the service
and migrate the users on the shut-down VMs to the open VMs
in the same data center.

IV. EVALUATION

In order to evaluate AMS, we simulate AMS using the real
measurement data in the global Internet and compare it with
a revised algorithm in the literature.

We use the iPlane [19] nodes to simulate the data centers
for a SP, the latencies between two arbitrary iPlane nodes to
represent the latencies between two arbitrary data centers, and
the latencies between the iPlane nodes and the objective users
to represent the latencies between data centers and the ob-
jective users. The latencies were measured during 2016/2/10-
2016/2/14, and the overall measurement data was downloaded
from [5]. To guarantee the completeness of the measurement
data, we pre-process the data set and get 26 nodes and 84153
users that had valid measurement latencies between arbitrary
two nodes and latencies between the nodes and the users, that
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Fig. 5: The relationship between the expected maximum
latency and the satisfied user ratio of AMS.
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Fig. 6: The relationship between the expected maximum
latency and the total number of VM deployed by AMS.

is, there exist 26 data centers for the SP and 84153 objective
users for the application in our simulation. The simulated data
centers and the objective users are both distributed across
the global Internet. As shown in Fig. 4, the simulated data
centers are mainly distributed in North America and Europe.
To simplify the simulation, we only consider the bandwidth
resource, and use the relative bandwidth prices around the
world [1] to represent the relative VM cost at different data
centers.

We explore the ratio of satisfied users, the number of
VM, and the deployment cost for AMS under different layer
numbers and different expected maximum latencies, where
the layer number is defined as the length of users’ service
sequences. As shown in Fig. 5, the ratio of satisfied users
increases as the expected maximum latency increases. How-
ever, increasing the layer number would make the satisfied
user ratio decrease. This follows our intuition that the lower
our expectation is, the higher satisfaction ratio will be. Fig. 6
shows the relationship between the needed VM number and
the expected maximum latency. As the expected maximum
latency increases, the satisfied user ratio increases. In this
simulation, we do not relax the expected maximum latency
for the unsatisfied users, and just deploy VMs for the satisfied

500
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400 ===t
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300
250¢
208, 100 150 200
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Fig. 7: The relationship between the expected maximum
latency and the overall deployment cost of AMS.

users. Due to this, the number of deployed VMs is positively
related to the satisfied user ratio and negatively related to the
expected maximum latency.

Fig. 7 shows the relationship between the deployment cost
and the expected maximum latency. We can see that the
deployment cost is basically consistent with the number of
deployed VMs, but not totally in direct proportional due to
the price differences in different regions.

In order to evaluate AMS, we compare it with the Dynamic
Vogel Approximation Method (DVAM) in the literature [16],
which has been revised to solve the ADMS problem and
referred to as rDVAM. In the ADMS problem, different types
of services may locate at the same facility and they share
the facility’s resources in common, while in [16] different
types of services must locate at different facilities. The crucial
revision to the DVAM is the way to update the spare capacity
of facilities. rTDVAM updates the facility’s spare capacity based
on all the located services in a path. The key idea of rDVAM is
to assign the user with the highest regret value at first, which
is defined as the arithmetic difference between the smallest
and next-to-the-smallest incremental cost.

Moreover, we compare AMS with the strategy of surrogat-
ing [15], where a user will request the first service from the
closest candidate server. Afterwards, the server will act as the
surrogate for the user, requesting the followed services and
feeding back the results to the user.

Due to the high time complexity of YDVAM, we compare
AMS with the other two methods using relative small scale
user set. Table II lists the ratio of satisfied users, the number of
deployed VMs, and the deployment cost for the three methods.

Note that rDVAM is much slower than AMS, especially in
the large-scale network, as its time complexity of rDVAM is
O(R?M*). Moreover, the high complexity makes rDVAM
hard to be used for services in real time scale-up or scale-
down. Although rDVAM outperforms the other two methods in
terms of satisfied users, the number of deployed VMs and the
deployment cost, its complexity limits the usability in large-
scale networks. Compared to Surrogating, AMS can reduce
the VM number by 28.4% and the deployment cost by 33.9%
with comparable satisfied user ratio.
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TABLE II: Performance Comparison when the expected max-
imum latency for users is 70ms with the layer number equals
to 3.

Method Satisfaction Ratio | VM number | Cost
AMS 97.2% 73 107.8
rDVAM 99.9% 62 87.4
Surrogating 97.5% 102 163.2

V. RELATED WORK

IoT and the computation offloading from the IoT devices
has attracted many attentions from the literature [12, 23, 26,
29, 30] and the Industry [8]. Zhou ef al. [34] integrated IoT
and Cloud to accelerate IoT application, development, and
management. Vogler et al. [27] proposed to take advantage
of the limited execution environments in IoT devices and
designed a framework for the separation of independently
executable application components. Ren et al. [24] proposed a
transparent computing based IoT architecture to move service
provisioning from the cloud to the edge. Lyu et al. [18]
presented an integration architecture of the cloud, MEC, and
IoT to resolve the scalability problem caused by the massive
number of IoT devices. However, these works mainly focus
on the offloading for applications with a single service.

To the best of our knowledge, the service deployment
for an application with multi-level services has not been
investigated before. The most related work in the literature
is the Multi-Level Capacitated Facility Location Problems
(MCFLP). These works aim at minimizing the sum of the
fixed costs of the open facilities, plus the transportation cost
of the clients’ assignment, where each client’s transportation
cost is the sum of transportation cost from itself to the first
facility of its sequence, plus the transportation cost between
successive facilities of its sequence. Chen ef al. [16] proposed
an algorithm based on the concept of Vogels Approximation
Method with dynamic cost at each iteration. Another vari-
ant is Multi-Level Uncapacitated Facility Location Problems
(MCFLP), with capacity constraints in each facility. Marié et
al. proposed a Genetic Algorithm [20] in 2010 and a memetic
algorithm [21] in 2014 to solve the MCFLP.

There also exist some work aiming at deploying VMs at
multi datacenters. Chaisiri et al. [14] proposed an optimal
algorithm to minimize the total cost due to buying reservation
and on-demand plans of resource provisioning. Agarwal et
al. [10] presented an automated mechanism to place ap-
plication data across geo-distributed datacenters. Zhang et
al. [32] solved the dynamic service placement problems based
on control- and game-theoretic models. Cohen er al. [17]
formulated the VM placement problem into the combination of
the facility location problem and the generalized assignment
problem. AMS differs from these prior works by deploying
VMs for applications with multi-level services.

VI. CONCLUSION

In this paper, we formulate the service placement problem
for IoT applications with multi-level services as an optimiza-
tion problem with the aim of minimizing the overall deploy-
ment cost under the latency/computaion/storage/bandwidth

requirements and the infrastructure capacity limitations. More-
over, the formulation jointly considers the customer’s and SP’s
preferences, the resource allocation model, and the resource
cost model. To the best of our knowledge, this is the first
time that service placement for IoT applications with multi-
level services is studied. Due to its hardness, we designed a
workflow-based heuristic algorithm called AMS, which sup-
ports the scale-up and scale-down of services on demand.
What’s more, we simulated AMS using the real measurement
data in the global network and compared it with revised
algorithm in the literature. Simulations based on real network
measurement demonstrate that AMS can reduce the number of
deployed VMs by 28.4% and the deployment cost by 33.9%
with comparable satisfied user ratio.
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